START A DIALOGUE ABOUT INTERNET USE IN YOUR HOME

Set aside time to sit down as a family to discuss how each person in the house
uses the Internet. Invite everyone to share their understanding of safe and

proper use of the computer.

Ask your child to show you what they’ve learned about using a computer. Let
them take the lead demonstrating to you if they can surf the web, email, find a
specific web address, use a search engine, etc.

Ask your child about their favorite websites and why they like visiting those
sites.

Ask your child if they visit any interactive websites — sites where they can
“chat” or email other kids. (Webkinz, American Girl Online World, etc.)

Talk about values and morals essential to the family and how those translate to
using the Internet.

Use the age appropriate contracts and rules that will guide the safe use of the
Internet in your home. The provided contracts/rules are suggestions only,
meant to jump-start your family’s dialogue. Change the wording as needed to
suit your family’s unique circumstances and needs.

If you need help talking with your child about Internet Safety, you can visit
www.netsmartz.org for ideas and tutorials tailored to parents.

REMEMBER - TRANSLATE YOUR COMMON SENSE INTO
CYBER-SENSE. PRACTICE GOOD CITIZENSHIP ONLINE!




Internet Safety Quiz — Turn Common Sense into “Cyber Sense”

1. As I travel through "Cyberspace,” information I should never give out to someone I meet online is
a. the names of my favorite books and movies.
b. my real name, address, telephone number, the school I attend, or my photograph.

c. the name of my pet.

2. If someone sends me an inappropriate message/material, I should
a. never reply to these messages and tell my parents, sc that they can notify our online service provider.
b. keep it a secret.

c. reply to the message and ask the sender to stop sending me messages.

3. If someone I meet online asks me to keep a secret from my parents I should
a. keep the secret because they are my "cyber friend."
o

b. tell all of my friends, because it's hard for me to keep a secret.

c. tell my parents, because no one should ever ask me to keep secrets from my parents.

4. If someone is on my E-mail "buddy list,” "friend list,” or "contact list” and I only know that person
online, he or she is

a. my friend and someone I can trust.
b. the person he or she claims to be.

c. someone I should be cautious about, because I don't know him or her well.

5. As I travel through "Cyberspace,” I should never
a. take a break and have a go outside to play.
b. use the Internet to help me with my homework.

c. agree to meet someone in person who I have met online.

6. The "CyberTipline" is
a. a cool, new video game.
b. my online source to report child-sexual exploitation.

c. a web site where I can find information about UFO's.
7. Cyberbullying is

a. repeated hostile online behavior intended to hurt or embarrass another person.
b. illegal.

c. both “a” and “b".

8. When posting pictures online, I should
a. never check with my parents first.
b. choose pictures of myself in my school or sports team uniform.

¢. make sure the pictures I choose show myself and my friends at our best - pictures that are not
embarrassing or revealing.



6. The "CyberTipline" is
a. a cool, new video game.
b. my online source to report child-sexual exploitation.
c. a web site where I can find information about UFO's.

ANSWER: B. I can report anything that is threatening or involves child pornography
to the CyberTipline by visiting their web site at www.cvbertipline.com or by calling
1-800-843-5678. They will ask questions about what happened and give my parents
and me information about people who can help me.

7. CyberBullying is
a. repeated hostile online behavior intended to hurt or embarrass another person.
b. illegal.
c. both “a” and “b”.

ANSWER: C. Cyberbulling is intense online harassment - the bullies post mean,

insulting or embarrassing comments or pictures about or of another person with the
intent to deeply hurt that person. Like harassment, cyberbullying is illegal. Practice
good citizenship online - if you wouldn’t say it to someone’s face, don‘t say it online.

8. When posting pictures of myself online, I should
a. never check with my parents first.
b. choose pictures of myself in my school or sports team uniform.
c. make sure the pictures I choose show myself and my friends at our best - pictures that are
not embarrassing or revealing.

ANSWER: C. Choose the pictures you post or send by cell phone with care - check
with your parents before you post a picture online and think before you post. Don’'t
post pictures of yourself in a school uniform that could lead a predator to your area.
Be careful to post or send pictures that aren’t revealing or embarrassing. Once you
send a picture or post an image, you lose control of its final destination and ultimate
audience. Remember, “send” is 4ever.
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Now Calculate Your Score




